Abstract. The characteristics of information processing and deciding are discussed in this paper for the vast amounts of information that is generated in the Internet of things environment, and the key problems are needed to solve. It also analyzes the main methods of information decision method and information processing technology of Internet of things information processing. According to the existing research results, it points out the research focus in the field of networking information support and the decision making technology as well as the further research direction.
Introduction
The Internet of things using radio frequency identification device, wireless sensors, infrared sensors and other sensing devices, using a variety of access technology objects and objects. People and objects through the network interconnection facilities to achieve the object of perception, recognition, monitoring, tracking. Finally, it realizes the intelligent management and control of specific applications [1] . As the Internet of things is widely used in production and life, the scale of Internet of things system is becoming larger and larger, and a variety of sensing devices produce huge amounts of heterogeneous information, which makes it difficult to realize resource sharing, data analysis and mining. For instance, the intelligent home care system, health monitoring, appliance control, indoor environment monitoring, security monitoring and other sensing devices will produce a large number of heterogeneous data at any time, and forms the existence of structured data, semi-structured data and unstructured data. How to use the technology to persist such information, which will be urgently solved. Through data analysis and data mining strategies to find the useful information, and provide auxiliary support for intelligent decision-making has become an important content of the research on the Internet of things.
Scholars at home and abroad have carried on the thorough research to the information processing technology of the Internet of things, and have made some achievements in the information support and decision-making technology of the Internet of things. In this paper, the main methods of information processing technology and that based on cloud computing are analyzed, and the hot research areas of information processing in the Internet of things are discussed. Through the research of decision-making methods in the information processing, this paper analyzes the existing research results, points out the challenges faced by the information support and decision technology of the Internet of things, the direction of further research.
Overview of Information Processing in IoT
The Internet of things has a wide range of applications. Through the use of a variety of wireless sensor devices, intelligent embedded devices, video camera equipment and other information collection, a wide variety of equipment and constantly changing, information transmission is easily affected by external factors, so the Internet of things information has massive, multi-source, heterogeneous, redundant, noise, time series correlation, geographical dispersion and other characteristics [2] . Data composition includes structured data (such as device information, user information, etc.), semi-structured data (such as XML data), unstructured data (such as pictures, audio data, video data, etc.). Therefore, the following key issues need to be considered in the information processing of Internet of things:
(1) The data structure of information is easy to expand, which meets the needs of the continuous development of Internet of things applications, and can adapt to the characteristics of multi-source data, heterogeneous data types.
(2) Massive Internet of things data can be stored quickly and efficiently under the condition of limited and fixed storage capacity, which is convenient for quick decision-making.
(3) The accuracy of the data collected by the Internet of things is not consistent, and the information transmission is also easily affected by the outside world. Therefore, the redundancy and noise of the data need to be eliminated so as to improve the accuracy and reliability of the information.
(4) The information collected by sensor equipment, through the information processing technology to obtain multi-dimensional characteristics of information, improve the integrity of information, support for different applications.
Information Processing Analyzing
The purpose of information processing is the sensing equipment information networking, through the establishment of specific information space, information from the input to the conversion of specific application. After information quantification, it is closely related to the choice and application of the information from the mass information, filter out the sensing information not-related to the implementation of information selection. At the end of information processing, it is optimized so as to obtain a more accurate target data or information needed for decision making. At present, network information processing technology research mainly includes two aspects, namely, information fusion and information processing based on cloud computing.
Information Fusion
The essence of information fusion technology is the imitation of the brain information comprehensive analysis process of the [3] , in the Internet of things, mainly to solve the integration of multi-source heterogeneous information, eliminating information redundancy and noise, improve the accuracy and reliability of information extraction, actionable knowledge, promote effective data analysis and data mining decision of different applications. At present, the domestic and foreign scholars on the Internet of things information fusion mainly in the following aspects:
(1) Using mathematical methods and artificial intelligence theory, information fusion is carried out at three levels: data level fusion, feature level fusion and decision level fusion;
(2) Using semantic technology, the original information of the Internet of things perception layer is transformed into semantic structured data, so that the machine can understand and operate; (3) To solve the problem of heterogeneous system integration and interoperability in the Internet of things.
Application of Artificial Intelligence Theory in Information Fusion. Data level fusion, feature level fusion and decision level fusion of three kinds of information fusion principle [4] , applicable field and technical differences were reviewed, pointed out the existing problems in the process of information fusion and challenges the use of artificial intelligence theory. The fusion problems and challenges in the information analysis [5] , summed up the past 10 years of information fusion process, discussed several possible future research directions. On the basis of summarizing the main methods of artificial intelligence field of information fusion, and networking needs to solve the problems in the application, the challenges and the direction of further research. At present, artificial intelligence methods mainly include Bayesian estimation, evidence theory, fuzzy reasoning theory, neural network, expert system, multi-agent theory, these methods for information fusion algorithm is applied to 80%, in addition Kalman filter, genetic algorithm, rough set and support vector machine is also widely used.
(1) Bias theory is a method of information representation and inference of probability theory and graph theory to solve the uncertainty or randomness based on [6] , according to the experience of setting the prior probability to calculate the posterior probability, need to collect all the prior probability.
(2) Evidence reasoning theory is an important kind of uncertainty reasoning theory, can deal with the uncertainty of information and ambiguity of [7] , but to determine the probability distribution function of the evidence of the need to set the criteria of evidence theory, there is no general theory of unity, universality of the poor.
(3) Fuzzy theory by constructing membership function to describe the uncertain and incomplete information, the use of fuzzy rule-based modeling for data processing. Construction of membership function is designed, and the weights of the choice also has certain subjectivity, therefore, if improper selection will affect the accuracy of [8] .
(4) Neural network is to imitate the human nervous system, with independent learning new knowledge and reasoning ability, through a large number of information fusion nodes. From the data capacity and processing speed, deep neural network in dealing with massive data and material handling complex task [9] advantages.
(5) The expert system consists of knowledge base, inference engine, database, interpreter, interface, expert system with parallel and distributed processing, expert system of collaborative work, autonomous learning and reasoning ability, most of the current intelligent decision system based on Expert system [10] .
(6) Multi agent can be widely used in the field of distributed artificial intelligence, multi-agent is equivalent to a "routine" calls between [11] , can be completed on the heterogeneous information collection, processing and fusion.
Multi agent combined with rough set and neural network theory is an important method of intelligent information processing in information fusion, and has the ability of reasoning and decision making. Hou et al. [12] proposed a simulated annealing algorithm based on Bias classifier for information fusion to improve the correctness and integrity of the information. Chen Jingnian et al. [13] constructed a robust Bayesian network and constructed a Bayesian network to delete the redundant attributes of the incomplete data, thus improving the accuracy of data processing. Li Yanna et al. [14] combines evidence theory with ontology, and proposes a context ontology modeling and uncertainty reasoning method based on evidence theory, which makes the reasoning model adaptive and solves the limitations of evidence theory for evidence conflict. In practical application, information fusion can be carried out by combining various intelligent methods, which can effectively avoid the drawbacks of single algorithm and achieve better information processing effect. However, there are still some problems such as information heterogeneity in different system applications. The large-scale development of Internet of things cannot achieve interoperability between systems.
Semantic Technology Application in Data Fusion. Through the realization of semantic description and processing technology of [15] sensing device information semantic description and semantic labeling technique, sensor data based on context information fusion, the original information perception layer into structured data with semantic, so that the machine can understand and operate; on the other hand, the Internet of things to achieve large-scale development, face perception the information system between heterogeneous and isolated problem, using semantic technology to solve the heterogeneous system integration and interoperability problems. The current semantic technology are networking solutions for the specific application, has not established a semantic model of reference standard for different applications, different definitions of semantic structure to achieve information interoperability between different systems, networking to achieve large-scale development, interoperability and consistency problems need to solve heterogeneous systems the semantic system of things. Semantic interoperability is one of the networking information processing research content, to solve the scale of things in the development of "Information Island".
Information Processing Based on Cloud Computing
Information processing mainly uses cloud computing that is based on virtualization technology. Namely, it uses device virtualization, network virtualization and cloud platform virtualization [16] , and also processed by virtual device with different information processing technology to a sensing device information to get the feature information of different applications. Cyber source virtualization of distributed control node can realize the sharing of information for multiple applications of sensor data. Platform virtualization can provide users with different application requirements in the cloud centric Internet of things, and users need not care about the data fusion problem. But at present the core technology of cloud computing, Google, basic grasp in Microsoft Amazon and other foreign companies, while the mainstream open-source platform Hadoop and Nimbus technology based on Linux platform, and most of China's Internet application system is developed based on Windows platform, so challenges still exist due to China's use of cloud platform to achieve networking and information processing technology.
Decision Technology
The application system of decision-making in networking applications based on the information processing process has two directions, one is the application of artificial intelligence in information fusion in the process of modeling, in the model using artificial intelligence algorithm corresponding to the decision, or the use of semantic technology for information fusion, a decision-making model based on semantic context. On the other hand, based on the cloud computing platform, the information decision model is realized by constructing the specific service oriented information decision model. At present, the application of Internet of things is a small scale Internet of things for specific applications. For each specific application, it is necessary to develop the corresponding application platform, information processing and storage system, and the large-scale development of Internet of things still has the problems of heterogeneous system and heterogeneous information.
Summary
This paper focuses on the analysis based on the theory of artificial intelligence, semantic technology and cloud based networking and information processing technology, through the analysis of the achievements of information processing technology, discusses the network information processing research hotspot in the field of networking; it discusses the application according to the information processing process of information decision making method and the facing challenges and further research directions have been pointed out.
